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Andrew Keck, Chief Technology Officer, is a Co-
Founder and Equity Partner of ProFile Discovery, a
litigation support company based in Columbus, Ohio.
Developing and leading the electronic discovery
practice for ProFile Discovery for the last twelve years
and has over eighteen years working in the litigation
support profession, a background in electronic
discovery, and holds a MS in Cybersecurity. He
continues to serve as an expert witness for court
cases involving forensics and other technical issues
with complex IT infrastructures.
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Anne Costello joined Epig in 2021 and is a Senior
Information Governance Consultant. At Epig she
provides Microsoft 365 Information Governance
consulting, training, and best practices solutions to
corporations and government entities. Anne has over
30 years of experience supporting technology in
litigation practice. Anne has broad and deep
experience with many commonly used legal
software applications and litigation practice support.
She believes that technology is key to the efficient
delivery of legal services today and to successfully
support a legal practice, a technology leader must
endeavor to understand the business and practice
strategy of the organization and use that
understanding to set the IT direction for the firm.




Craig Ball hails from Texas, works in Austin and
happily calls the Big Easy home. A graduate of Rice
University and the University of Texas School of Law,
Craig is a trial lawyer and certified computer forensic
examiner. Licensed in Texas since 1982, Craig is an
Adjunct Professor at the University of Texas School of
Law and at Tulane Law School, teaching Electronic
Evidence and Digital Discovery. Craig is an expert in
digital forensics, emerging technologies, visual
persuasion, electronic discovery, and trial tactics,
limiting his practice to service as a court-appointed
Special Master in Electronically-Stored Information.
Craig's articles frequently appear in the national
media. For nine years, he wrote the award winning
column on computer forensics and eDiscovery for
American Lawyer Media called "Ball in your Court,"
and still pens a popular blog of the same name at
ballinyourcourt.com. Craig Ball is the 2019 recipient
of the Texas Bar's Gene Cavin Award for Lifetime
Achievement in Education.
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the file, a3 opposed to describing the content of 8 file.
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1 evaluates scanned dats for shapes it recognizes as letters or nur!

Redactions

Bates numbering and careful attention pald to avold
reusing sequences from prior productions.

‘Comment: This provision Is 3s diase to an enduning,
Industrywide standard as ewsts cdesphie serious
shortcomings. We are captive to 30's era technology
when it comes to scanned hard coples. TIFF images
tend to be much larger files than the same document
supplied a5 a POF image, making TIF productions
more expensive to host online and siower to appear
onscreen. Unlike PDFs, TIFFs convert color data to
biack and white, 3 sometimes-serious downgrading of
the evidence. The 300.dpl resolution works well
enough for ketters and reports but may be insufficient
to adequately display technical drawings and fine
detalls.

L * refers to the or of pages into

a chapter or volume. Paper documents
are physically unitzed by means of, e.g., dips, staples,
bindings and folders. Multiple documents may
comprise a “family* unit; for example, a transmittal
and s attachments or a report and s
exhibits/appendices comprise a  parent/chid
relationship.  When unitized paper records are
scanned, metadata supplies 3 logical unitization of
files mirroring the physical unitization of the physical
document or volume scanned.

For documents that contain affced notes, pages may
be scanned once with the notes as they appear on the
page and again without the notes, so all content is
captured. The relationship of documents in 2

improperty unitized documents.

back cover of the should shoud be mantained
be after the scanning, and processing (e.g, cover
last in the letter and e-mall and attachments, binder
The Parties will undertake holding multiple documents, folder and other
reasonable efforts to, or have their where a pal exsts
vendors, logically wnitize between the documents).

For ESI, the keys to preserving unitization ke in both
the ordering of documents by Bates numbers and the

metadata supplied in load files.

10

Few things are as frustrating In 3 production review
25 being unable to pak a *parent” transmittal with s
“child” attachments. This provision refiects the
custom of extracting child attachments from the
parent trarsmittal and supplying them seriotim. Too,
It touches on potentially-fractious scope of discovery
ssues by requiring producing parties to treat 2
document family as a single item to be produced If
any camponent is respansive (2though any part may
be withheld or redacted on caim of privilege). A
producing party may resist, arguing that discovery
allows for granutar treatment of the family and does
not  require production of non.responsive
attachments or transmittals.

Note that the exemplar language obliges the parties
to produce hyperinked files or so-calied “medern
attachments ” The parties must appreciate what this
abligation entalls in the context of thelr messagng
environment. Some Cloud systems (e.g. Mirosoft
365) make It easy to collect documents transmitted
as files versus

whereas others may demand manual collection with
attendant uncertainty as to whether the item
collected remains faithful to the item transmitted. As
phrased, the operative distinction & whether the
hyperlink in the transmittal points to a resource
readily available to anyone with the link (that i,
“documents merely referenced”) or whether the
modern attachment item is unavalable to the

requesting party i not produced with the transmittal.

Paper documents have metadata, too, some of it
essential for proper unitization and management. In
the example, note that the eight data paints required
are not uswally found within 3 document. Instead,
these metadata values are either colected (like
source or (bke Bates

assigned as part of an ESI processing and production
workflow.




Unitizing Documents

In scanning Hard Copy Documents,
distinct documents should not be
merged into a single record, and
single documents should not be
split into multiple records (i.e.,
paper documents should be
logically unitized). For example,
Hard Copy Documents stored in a
binder, folder, or similar container
should be produced in the same
order as they appear in the
container. The front cover of the
container should be produced
immediately before the first
document in the container. The
back cover of the container should
be produced immediately after the

“Unitization” refers to the organization of pages into
a document, chapter or volume. Paper documents
are physically unitized by means of, e.qg., clips, staples,
bindings and folders. Multiple documents may
comprise a “family” unit; for example, a transmittal
and its attachments or a report and its
exhibits/appendices comprise a  parent/child
relationship. When unitized paper records are
scanned, metadata supplies a logical unitization of
files mirroring the physical unitization of the physical
document or volume scanned.

For documents that contain affixed notes, pages may
be scanned once with the notes as they appear nn the
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ESI Protocols

ESI Protocols set out the routine obligations of

the parties respecting preservation,
identification and forms of production of ESI

Generally, agreement between parties;

occasionally, imposed as a court order. e
QAnn?:mdgi
<ESIS

Protocols may also address search, S

TAR validation and/or confidentiality. B



ESI Protocols Keep It Simple! § Stick to the Core!

ESI Protocols set out the routine obligations of the parties respecting

preservation, identification and forms of production of ESI

The Core Provisions: g‘;’%
* Elect Native, TIFF+ or Hybrid Production formats s
e Specify metadata exchange & load file content o

* Set parameters for scanning & text extraction/OCR
 Describe Bates numbering & medium of production
 Address deduplication, logical unitization & threading
* Pin down privilege logging process



A sensible ESI protocol
serves as a framework
for further consensus

Negotiating/an ESI protocol supplies insight:

* Isyouriopponent well-informed, obstructionist’or overwhelmed?
* Havelyouiconsidered the nature of.the evidence you’ll seek?
* (Can youriclient deliver what.you:demand’of the other side?
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|ESI:Protocols don’t'set:.the-SCOPE of: discc>very!I

If'parties‘fight over WHAT. isidiscoverable, '
they’ve'missed the.point:of‘a‘protocol |
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Collecting Data ,
from Microsoft 365 [tk
/ Purview Purview




Cloud attachments

Conversation threading

Predictive coding

Key features of Microsoft Purview eDiscovery

Custodian management

Identify and preserve data custodians and sources in your environment.

Learn more >

[dit assigned Teams locations.



Key features of Microsoft Purview eDiscovery

# Microsoft 365 compliance

Custodian management

------------------------------------
¥ SSETFEITESSCAGBABCIEDISDCFESSSAS 20 182

.................................... Metad
e

Conversation threading : ‘ R e ———

Predictive coding

Cloud attachments

Collect and identify which version of a document was shared in a cloud attachment.

Learn more >



Collecting and

Preserving Data
from Mobile
Devices




Collecting and Preserving
Social Media Data and Profiles




Lessons From the Trenches . eDiscovery

In re StubHub Refund Litig., 2023 WL 3092972, at *1 (N.D.Cal.
Apr. 25, 2023)

“Let’s get back to basics. Litigants should figure out what they are able to do before they
enter into an agreement to do something. Litigants should live up to their agreements,

especially when they are embodied in court orders, as the ESI protocol is here. And if for
some reason a party learns that a so ordered discovery agreement has become

impossible to comply with, the party should promptly move for relief with a good
showing that despite its best efforts, compliance is impossible.
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